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Decimalisationtableattacks for PIN cracking

Mike Bond, Piotr Zieli�nski

Abstract

We present an attack on hardware security modulesusedby retail banks for the
securestorageand veri�cation of customerPINs in ATM (cashmachine) infrastruc-
tures. By using adaptive decimalisation tables and guesses,the maximum amount
of information is learnt about the true PIN upon each guess.It takesan averageof
15 guessesto determine a four digit PIN using this technique, instead of the 5000
guessesintended. In a single 30 minute lunch-break, an attacker can thus discover
approximately 7000PINs rather than 24 with the brute force method. With a $300
withdrawal limit per card, the potential bounty is raisedfrom $7200to $2.1 million
and a single motivated attacker could withdraw $30{50 thousand of this each day.
This attack thus presents a seriousthreat to bank security.

1 In tro duction

Automatic Teller Machines(ATMs) are usedby millions of customersevery day to make
cash withdrawals from their accounts. However, the wide deployment and sometimes
secludedlocationsof ATMs makethem ideal toolsfor criminals to turn traceableelectronic
money into cleancash.

The customerPIN is the primary security measureagainst fraud; forgery of the mag-
netic stripe on cards is trivial in comparisonto PIN acquisition. A street criminal can
easily steal a cashcard, but unlesshe observes the customerenter the PIN at an ATM,
he can only have three guessesto match againsta possible10,000PINs and would rarely
strike it lucky. Even when successful,his theft still cannot exceedthe daily withdrawal
limit of around $300. However, bank programmershave accessto the computer systems
tasked with the securestorageof PINs, which normally consistof a mainframeconnected
to a \Hardw are Security Module" (HSM) which is tamper-resistant and has a restricted
API such that it will only respond to with a YES/NO answer to a customer'sguess.

A crude method of attack is for a corrupt bank programmerto write a program that
tries all PINs for a particular account, and with averageluck this would require about
5000transactions to discover each PIN. A typical HSM can check maybe 60 trial PINs
per secondin addition to its normal load, thus a corrupt employeeexecutingthe program
during a 30 minute lunch break could only make o� with about 25 PINs.

However, HSMs implementing several commonPIN generationmethods have a 
a w.
The �rst ATMs were IBM 3624s,introducedwidely in the US in around 1980,and most
PIN generationmethods are basedupon their approach. They calculate the customer's
original PIN by encrypting the account number printed on the front of the customer's
card with a secret DES key called a \PIN generation key". The resulting ciphertext
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is converted into hexadecimal,and the �rst four digits taken. Each digit has a range of
`0'-`F' . In order to convert this valueinto a PIN which canbetypedon a decimalkeypad,
a \decimalisation table" is used,which is a many-to-one mapping betweenhexadecimal
digits and numeric digits. The left decimalisationtable in Figure 1 is typical.

0123456789ABCDEF 0123456789ABCDEF
0123456789012345 0000000100000000

Figure 1: Normal and attack decimalisationtables

This table is not considereda sensitive input by many HSMs, so an arbitrary table
can be provided along with the account number and a trial PIN. But by manipulating
the contents of the table it becomespossibleto learn much more about the value of the
PIN than simply excluding a singlecombination. For example,if the right hand table is
used, a match with a trial pin of 0000 will con�rm that the PIN does not contain the
number 7, thus eliminating over 10% of the possiblecombinations. We �rst present a
simple scheme that can derive most PINs in around 24 guesses,and then an adaptive
schemewhich maximisesthe amount of information learned from each guess,and takes
an averageof 15 guesses.Finally, a third schemeis presented which demonstratesthat
the attack is still viable even when the attacker cannot control the guessagainst which
the PIN is matched.

Section2 of the paper setsthe attack in the context of a retail banking environment,
and explains why it may not be spotted by typical security measures. Section 3 de-
scribesPIN generationand veri�cation methods, and section4 describes the algorithms
we have designedin detail. We present our results from genuine trials in section5, discuss
preventativ e measuresin section6, and draw our conclusionsin section7.

2 Banking Securit y

Banks have traditionally led the way in �gh ting fraud from both insidersand outsiders.
They have developed protection methods against insider fraud including double-entry
book-keeping,functional separation,and compulsoryholiday periods for sta�, and they
recognisethe needfor regular security audits. Thesemethods successfullyreducefraud
to an acceptablelevel for banks,and in conjunction with an appropriate legal framework
for liabilit y, they can alsoprotect customersagainst the consequencesof fraud.

However, the increasingcomplexity of bank computer systemshas not beenaccom-
panied by su�cien t development in understanding of fraud prevention methods. The
introduction of HSMs to protect customer PINs was a step in the right direction, but
even in 2002 thesedeviceshave not been universally adopted, and those that are used
have beenshown time and time again not to be impervious to attack [1, 2, 5]. Typical
banking practice seeksonly to reduce fraud to an acceptablelevel, but this translates
poorly into security requirements; it is impossibleto accurately assessthe security expo-
sureof a given 
a w, which could be an isolatedincident or the tip of a hugeiceberg. This
sort of risk management con
icts directly with modern security designpractice wherero-
bustnessis crucial. There are usefulanaloguesin the designof cryptographic algorithms.
Designerswho make \just-strong-enough" algorithms and trade robustnessfor speedor
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export approval play a dangerousgame. The cracking of the GSM mobile phonecipher
A5 is but oneexample[3].

And as \just-strong-enough" cryptographic algorithms continue to be used, the risk
of fraud from brute force PIN guessingis still consideredacceptable,as it should take
at least 10 minutes to guessa single PIN at the maximum transaction rate of typical
modulesdeployed in the 80s. Customersare expectedto notice the phantom withdrawals
and report them beforethe attacker could capture enoughPINs to generatea signi�cant
liabilit y for the banks. Even with the latest HSMs that support a transaction rate ten
times higher, the sumsof money an attacker could steal are small from the perspective
of a bank.

But now that the PIN decimalisationtable hasbeenidenti�ed asan security relevant
data item, and the attacks described in this paper show how to exploit uncontrolled access
to it, brute forceguessingis over two ordersof magnitude faster. EnoughPINs to unlock
accessto over $2 million can be stolen in one lunch break!

A more sinister threat is the perpetration of a smaller theft, where the necessary
transactions are well camou
aged within the banks audit trails. PIN veri�cations are
not necessarilycentrally audited at all, and if we assumethat they are, the 15 or so
transactions required will be hard for an auditor to spot amongst a stream of millions.
Intrusion detection systemsdo not fare much better { supposea bank has an extremely
strict audit system that tracks the number of failed guessesfor each account, raising
an alarm if there are three failures in a row. The attacker can discover a PIN without
raising the alarm by inserting the attack transactions just before genuine transactions
from the customerwhich will resetthe count. No matter what the policiesof the intrusion
detectionsystemit is impossibleto keepthem secret,thusa competent programmercould
evadethem. The very reasonthat HSMswereintroducedinto bankswasthat mainframe
operating systemsonly satisfactorily protected data integrity, and could not be trusted
to keepdata con�dential from programmers.

So as the economicsof security 
a ws like thesedevelopsinto a mature �eld, it seems
that banksneedto update their risk management strategiesto take account of the volatile
nature of the security industry. They also have a responsibility to their customersto
reassessliabilit y for fraud in individual cases,as developments in computer security con-
tinually reshape the landscape over which legal disputesbetweenbank and customerare
fought.

3 PIN Generation & Veri�cation Techniques

There are a number of techniquesfor PIN generationand veri�cation, each proprietary
to a particular consortium of banks who commissioneda PIN processingsystemfrom a
di�eren t manufacturer. The IBM CCA supports a representativ e sample,shown in Figure
2. We IBM 3624-O�set method in more detail as it is typical of decimalisationtable use.

3.1 The IBM 3624-O�set PIN Deriv ation Metho d

The IBM 3624-O�set method wasdeveloped to support the �rst generationof ATMs and
has thus beenwidely adopted and mimicked. The method was designedso that o�ine
ATMs would be able to verify customerPINs without needingthe processingpower and
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Method UsesDectables
IBM 3624 yes
IBM 3624-O�set yes
NetherlandsPIN-1 yes
IBM German Bank Pool Institution yes
VISA PIN-Validation Value
Interbank PIN

Figure 2: CommonPIN calculation methods

storageto manipulate an entire databaseof customeraccount records. Instead, a scheme
was developed wherethe customer'sPIN could be calculatedfrom their account number
by encryption with a secretkey. The account number wasmadeavailable on the magnetic
stripe of the card, so the ATM only neededto securelystore a singlecryptographic key.
An examplePIN calculation is shown in Figure 4.

The account number is represented using ASCII digits, and then interpreted as a
hexadecimalinput to the DES block cipher. After encryption with the secret\PIN gen-
eration" key, the output is converted to hexadecimal,and all but the �rst four digits
are discarded.However, thesefour digits might contain the hexadecimaldigits `A'-`F' ,
which are not available on a standard numeric keypad and would be confusing to cus-
tomers,sothey are mapped back to decimaldigits usinga \decimalisation table" (Figure
3).

0123456789ABCDEF
0123456789012345

Figure 3: A typical decimalisationtable

Account Number 4556 2385 7753 2239
Encrypted Accno 3F7C2201 00CA8AB3

Shortened Enc Accno 3F7C

0123456789ABCDEF
0123456789012345

Decimalised PIN 3572

Public Offset 4344

Final PIN 7816

Figure 4: IBM 3624-O�set PIN GenerationMethod
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The examplePIN of 3F7Cthus becomes3572. Finally, to permit the cardholdersto
changetheir PINs, an o�set is added which is stored in the mainframe databasealong
with the account number. When an ATM veri�es an entered PIN, it simply subtracts
the o�set from the card before checking the value against the decimalisedresult of the
encryption.

3.2 Hardw are Securit y Mo dule APIs

Bank control centres and ATMs use Hardware Security Modules (HSMs), which are
charged with protecting PIN derivation keys from corrupt employeesand physical at-
tackers. An HSM is a tamper-resistant coprocessorthat runs software providing crypto-
graphic and security related services. Its API is designedto protect the con�dentialit y
and integrity of data while still permitting accessaccordingto a con�gurable usagepolicy.
Typical �nancial APIs contain transactionsto generateand verify PINs, translate guessed
PINs betweendi�eren t encryption keysasthey travel betweenbanks,and support a whole
host of key management functions.

The usagepolicy is typically set to allow anyone with accessto the host computer
to perform everyday commandssuch as PIN veri�cation, but to ensurethat sensitive
functionssuch asloadingnewkeyscanonly beperformedwith authorisation from multiple
employeeswho are trusted not to collude.

IBM's \Common Cryptographic Architecture" [6] is a �nancial API implemented by a
rangeof IBM HSMs, including the 4758,and the CMOS Cryptographic Coprocessor(for
PCs and mainframesrespectively). An exampleof the code for a CCA PIN veri�cation
is shown in Figure 5.

Encrypted_PIN_Verify(
A_RETRES, A_ED, // return codes 0,0=yes 4,19=no
trial_pin_kek_in , pinver_key , // encryption keys for enc inputs
(UCHAR*)"3624 " "NONE " // PIN block format
" F" // PIN block pad digit
(UCHAR*)" " ,
trial_pin , // encrypted_PIN_block
I_LONG(2) ,
(UCHAR*)"IBM-PINO""PADDIGIT" , // PIN verification method
I_LONG(4) , // # of PIN digits = 4
"0123456789012345" // decimalisation table
"123456789012 " // PAN_data (account number)
"0000 " // offset data

);

Figure 5: Samplecode for PIN veri�cation in CCA

The crucial inputs to Encrypted_PIN_Verify are the decimalisation table , the
PAN_data, and the encrypted_PIN_block . The �rst two aresuppliedin the clearand are
straightforward for the attacker to manipulate, but obtaining an encrypted_PIN_block
that represents a chosentrial PIN is rather harder.
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3.3 Obtaining chosen encrypted trial PINs

Somebank systemspermit clear entry of trial PINs from the host software. For instance,
this functionality may be required to input random PINs when generating PIN blocks
for schemesthat do not use decimalisation tables. The appropriate CCA command is
Clear_PIN_Encrypt , which will preparean encryptedPIN block from the chosenPIN. It
should be noted that enabling this commandcarriesother risks aswell aspermitting our
attacks. If there is not randomisedpaddingof PINs beforethey areencrypted,an attacker
could make a table of known trial encryptedPINs, compareeach arriving encryptedPIN
against this list, and thus easilydetermineits value. If it is still necessaryto enableclear
PIN entry in the absenceof randomisedpadding, somesystemscan enforcethat the clear
PINs are only encrypted under a key for transit to another bank { in which casethe
attacker cannot usetheseguessesas inputs to the local veri�cation command.

So, under the assumption that clear PIN entry is not available to the attacker, his
secondoption is to enter the required PIN guessesat a genuine ATM, and intercept the
encryptedPIN block corresponding to each guessas it arrivesat the bank. Our adaptive
decimalisation table attack only requires �v e di�eren t trial PINs { 0000 , 0001 ,0010 ,
0100 , 1000. However the attacker might only be able to acquire encrypted PINs under
a block format such as ISO-0, where the account number is embeddedwithin the block.
This would requirehim to manually input the �v e trial PINs at an ATM for each account
that could be attacked { a hugeundertaking which totally defeatsthe strategy.

A third and more most robust courseof action for the attacker is to make useof the
PIN o�set capability to convert a singleknown PIN into the requiredguesses.This known
PIN might be discovered by brute force guessing,or simply opening an account at that
bank.

Despite all theseoptions for obtaining encrypted trial PINs it might be argued that
the decimalisation table attack is not exploitable unlessit can be performed without a
singleknown trial PIN. To addresstheseconcerns,wecreateda third algorithm (described
in the next section),which is of equivalent speedto the others, and doesnot require any
known or chosentrial PINs.

4 Decimalisation Table A ttac ks

In this section,we describe three attacks. First, we present a 2-stagesimplestatic scheme
which needsonly about 24 guesseson average. The shortcoming of this method is that
it needsalmost twice as many guessesin the worst case.We show how to overcomethis
di�cult y by employing an adaptiveapproach and reducethe number of necessaryguesses
to 22. Finally, we present an algorithm which usesPIN o�sets to deducea PIN from a
singlecorrect encrypted guess,as is typically supplied by the customerfrom an ATM.

4.1 Initial Scheme

The initial scheme consistsof two stages. The �rst stage determineswhich digits are
present in the PIN. The secondstageconsistsin trying all the possiblepins composedof
thosedigits.
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Let Dorig be the original decimalisation table. For a given digit i , considera binary
decimalisationtable D i with the following property. The table D i has 1 at position x if
and only if Dorig has the digit i at that position. In other words,

D i [x] =

(
1 if Dorig [x] = i;

0 otherwise:

For example, for a standard table Dorig = 0123456789012345, the value of D 3 is
0001000000000100.

In the �rst phase,for each digit i , we check the original PIN againstthe decimalisation
table D i with a trial PIN of 0000. It is easyto seethat the test fails exactly when the
original PIN contains the digit i . Thus,usingonly at most 10guesses,wehavedetermined
all the digits that constitute the original PIN.

In the secondstagewe try every possiblecombination of those digits. Their actual
number dependson how many di�eren t digits the PIN contains. The table below gives
the details.

Digits Possibilities
A AAAA(1)
AB ABBB(4), AABB(6), AAAB(4)
ABC AABC(12), ABBC(12), ABCC(12)
ABCD ABCD(24)

The table shows that the secondstageneedsat most 36 guesses(when the original
PIN contains 3 di�eren t digits), which gives46 guessesin total. The expectednumber of
guessesis, however, as small as about 23:5.

4.2 Adaptiv e Scheme

The processof cracking a PIN can be represented by a binary search tree. Each node v
contains a guess,i.e., a decimalisationtable D v and a pin pv. We start at the root node
and go down the tree along the path that is determinedby the resultsof our guesses.Let
porig be the original PIN. At each node, we check whether D v(porig ) = pv. Then, we move
to the right child if yesand to the left child otherwise.

Each node v in the tree can be associated with a list Pv of original PINs such that
p 2 Pv if and only if v is reached in the processdescribed in the previousparagraphif we
take p as the original PIN. In particular, the list associated with the root node contains
all possiblepins and the list of each leaf shouldcontain only oneelement: an original PIN
porig .

Consider the initial scheme described in the previous section as an example. For
simplicity assumethat the original PIN consistsof two binary digits and the decimalisation
table is trivial and maps 0 ! 0 and 1 ! 1. Figure 6 depicts the search tree for these
settings.

The main drawback of the initial schemeis that the number of requiredguessesdepends
strongly on the original PIN porig . For example, the method needsonly 9 guessesfor
porig = 9999(becauseafter ascertainingthat digit 0{8 do not occur in porig this is the only
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D10(p) ?= 00

p = 11

yes

D01(p) ?= 10

no

p = 10

yes

D01(p) ?= 01

no

p = 01

yes

p = 00

no

Figure 6: The search tree for the initial scheme. D xy denotesthe decimalisation table
that maps0 ! x and 1 ! y.

possibility), but there arecaseswhere46 guessesare required. As a result, the search tree
is quite unbalancedand thus not optimal.

Onemethod of producing a perfect search tree (i.e., the tree that requiresthe smallest
possiblenumbersof guessesin the worst case)is to considerall possiblesearch treesand
choosethe best one. This approach is, however, prohibitiv ely ine�cien t becauseof its ex-
ponential time complexity with respect to the number of possiblePINs and decimalisation
tables.

It turns out that not much is lost whenwe replacethe exhaustive search with a simple
heuristics. Wewill choosethe valuesof D v and pv for each nodev in the following manner.
Let Pv be the list associated with node v. Then, we look at all possiblepairs of D v and
pv and pick the one for which the probability of D v(p) = pv for p 2 Pv is as closeto 1

2 as
possible.This ensuresthat the left and right subtreesare approximately of the samesize
so the whole tree should be quite balanced.

This schemecan be further improved using the following observation. Recall that the
original PIN porig is a 4-digit hexadecimal number. However, we do not needto determine
it exactly; all we needis to learn the value of p = Dorig (porig ). For example,we do not
needto be able to distinguish between012Dand ABC3becausefor both of them p = 0123.
It can be easily shown that we can build the search tree that is basedon the value of p
instead of porig provided that the tables D v do not distinguish between0 and A, 1 and B
and so on. In general,we require each D v to satisfy the following property: for any pair
of hexadecimaldigits x, y: Dorig [x] = Dorig [y] must imply Dv[x] = Dv[y]. This property
is not di�cult to satisfy and in reward we can reducethe number of possiblePINs from
164 = 65536 to 104 = 10000. Figure 7 shows a sample run of the algorithm for the
original PIN porig = 3491.

4.3 PIN O�set Adaptiv e Scheme

When the attacker doesnot know any encrypted trial PINs, and cannot encrypt his own
guesses,he can still succeedby manipulating the o�set parameterusedto compensatefor
customerPIN change. Our �nal schemehasthe sametwo stagesas the initial scheme,so
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No Possiblepins Decimalisation table D v Trial pin pv Dv(porig ) pv
?= Dv(porig )

1 10000 1000001000100000 0000 0000 yes
2 4096 0100000000010000 0000 1000 no
3 1695 0111110000011111 1111 1011 no
4 1326 0000000100000000 0000 0000 yes
5 736 0000000010000000 0000 0000 yes
6 302 0010000000001000 0000 0000 yes
7 194 0001000000000100 0000 0001 no
8 84 0000110000000011 0000 0010 no
9 48 0000100000000010 0000 0010 no

10 24 0100000000010000 1000 1000 yes
11 6 0001000000000100 0100 0001 no
12 4 0001000000000100 0010 0001 no
13 2 0000100000000010 0100 0010 no

Figure 7: Sampleoutput from adaptive test program

our �rst task is to determinethe digits present in the PIN.
Assumethat an encrypted PIN block containing the correct PIN for the account has

been intercepted (the vast majorit y of arriving encrypted PIN blocks will satisfy this
criterion), and for simplicity that the account holder has not changedhis PIN and the
correct o�set is 0000. Using the following set of decimalisation tables, the attacker can
determinewhich digits are present in the correct PIN.

D i [x] =

(
Dorig [x] + 1 if Dorig [x] = i;

Dorig [x] otherwise:

For example,for Dorig = 0123456789012345, the valueof D 3 is 0124456789012445.
He suppliesthe correct encrypted PIN block and the correct o�set each time.

As with the initial scheme, the secondphasedeterminesthe positions of the digits
present in the PIN, and is again dependent upon the number of repeated digits in the
original PIN. Considerthe commoncasewhereall the PIN digits aredi�eren t, for example
1583. We can try to determine the position of the single8 digit by applying an o�set to
di�eren t digits and checking for a match.

Guess Guess Customer CustomerGuess Decimalised Verify
O�set DecimalisationTable Guess + GuessO�set Original PIN Result
0001 0123456799012345 1583 1584 1593 no
0010 0123456799012345 1583 1593 1593 yes
0100 0123456799012345 1583 1683 1593 no
1000 0123456799012345 1583 2583 1593 no

Each di�eren t guessedo�set maps the customer'scorrect guessto a new PIN which
may or may not match the original PIN after it is decimalisedusing the modi�ed table.
This procedureis repeateduntil the position of all digits is known. Caseswith all digits
di�eren t will require at most 6 transactions to determine all the position data. Three
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di�eren t digits will needa maximum of 9 trials, two digits di�eren t up to 13 trials, and
if all the digits are the sameno trials are required as there are no permutations. When
the parts of the schemeare assembled, 16.5guessesare required on averageto determine
a given PIN.

5 Results

We �rst testedthe adaptive algorithm exhaustively on all possiblePINs. The distribution
in Figure 8 wasobtained. The worst casehasbeenreducedfrom 45 guessesto 24 guesses,
and the averagehas fallen from 24 to 15 guesses. We then implemented the attacks
on the IBM Common Cryptographic Architecture (version2.41, for the IBM 4758),and
successfullyextracted PINs generatedusing the IBM 3624method. We alsochecked the
attacks against the API speci�cations for the VISA Security Module (VSM) , and found
them to be e�ectiv e. The VSM is the forerunner of a whole range of hardware security
modulesfor PIN processing,and we believe that the attacks will alsobe e�ectiv e against
many of its successors.
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6 Prev ention

It is easy to perform a check upon the validit y of the decimalisation table. Several
PIN veri�cation methods that use decimalisation tables require that the table should
be 0123456789012345for the algorithm to function correctly, and in thesecasesthe API
needonly enforcethis requirement to regainsecurity. However, PIN veri�cation methods
that support proprietary decimalisation tables are harder to �x. A checking procedure
that ensuresa mapping of the input combinations to the maximum number of possible
output combinations will protect against the �rst two decimalisation table attacks, but
not against the attack which exploits the PIN o�set and usesonly minor modi�cations to
the genuine decimalisation table. To regain full security, the decimalisation table input
must be cryptographically protected so that only authorisedtables can be used.

The only short-term alternative to the measuresabove is to use more advanced in-
trusion detection measures,and it seemsthat the long term messageis clear: continuing
to support decimalisationtables is not a robust approach to PIN veri�cation. Unskewed
randomly generatedPINs storedencryptedin an online databasesuch asarealreadyused
in somebanksare signi�cantly more secure.

7 Conclusions

Wearecurrently starting discussionswith HSM manufacturerswith regardto the practical
implications of the attacks. It is very costly to modify the software which interacts with
HSMs,and while update of the HSM software is cheaper, the systemwill still needtesting,
and the update may involve a costly re-initialisation phase. Straightforward validit y
checking for decimalisationtables should be easyto implement, but full protection that
retains compatibilit y with existing mainframe software will be hard to achieve. It will
depend upon the intrusion detection capabilitieso�ered by each particular manufacturer.
We hope to have a full understandingof the impact of theseattacks and of the optimal
preventativ e measuresin the near future.

Although HSMs have existed for two decades,formal study of their security APIs is
still in its infancy. Previous work by one of the authors [5, 4] has uncovered a whole
host of diverse
a ws in APIs, someat the protocol level, someexploiting properties of
the underlying crypto algorithms, and someexploiting poor designof proceduralcontrols.
The techniques behind the decimalisation table attacks do not just add another string
to the bow of the attacker { they further con�rm that designingsecurity APIs is one
of the toughest challengesfacing the security community. It is hard to seehow any
onemethodology for gaining assuranceof correctnesscan provide worthwhile guarantees,
given the diversity of attacks at the API level. More research is neededinto methods
for API analysis, but for the time being we may have to concedethat writing correct
API speci�cations is as hard as writing correct code, and enter the traditional arms race
betweenattack and defencethat so many software products have to �gh t.
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